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Contract Committee Review Request
MUST BE COMPLETED IN FULL Date: 12/20/24

Contract/Agreement Vendor: Prodigy Education - Kevin Correia
Name of Vendor & Contact Person

kevin.correia@prodigygame.com
Vendor Email Address

: Dates of service: 1/14/2025 - 6/30/2025

 Déseribe Contract |Technolagy; program, ¢ ltant-praf Development, etc.)
Please use Summary below to fully explain the cantract purchase , any titles, and detalls for the Board of
Education to review.

Students

Reason/Audience to benefit

1/13/2025 |$ 0.00 |
BOE Date Amount of agreement

Person Submitting Contract/Agreement for Review: Brandon Chitty

PLEASE SEND THROUGH APPROPRIATE APPROVAL BOUTING BEFORE SENDING TO BOARD CLERK

Principal &/or Director or Administratol:;,

If yes, Technology Admin:

Does this Contract/Agreement utilize technoloev?@NO ﬂ
B N

N Fa e e e

Cabinet Team Member: | o |

Funding Source:‘N";A —l r - l |

Fund/Project OCAS Cading

Accept and approve the NEW agreement between Broken Arrow Public Schools and

Prodigy Education. Prodigy is an engaging, game-based learning platform offering

EI Consent standards-aligned curriculum support in math'and English Language Arts (ELA) for
students In grades 1-8. Through its adaptive technology, Prodigy personalizes

instruction, addressing individual student needs while promoting skill mastery in a fun,

interactive environment. This partnership provides teachers with actionable data to

D Action inform instruction and parents with tools to monitor progress, enhancing collaboration
for student success. Approval of this agreement will support our district’s commitment to

innovative, student-centered learning. There is not cost to the district.

i

ummary This area must be complete with full exglonation of contract

The Contract/Agreement should be received at least 2 weeks prior to a Board Meeting to ensure placement on
the Agendo. The Contract Committee meets most Tuesdays at 8:000.m. All Contracts/Agreements,
regardless the amount, must be first approved by the Contract Cemmittee and then presented to the Board of
Education for approval and signature. The item will be placed on Electronic School Board for the board
agenda by Janet Brown. By following this process, the liability of entering into an agreement is placed with
the district rather than an individual.
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Implementation Agreement

1/13/2025
Dear Broken Arrow Public Schools,

Thank you for choosing to partner with Prodigy Education! This agreement outlines how our organizations will
collaborate with one another.

Prodigy Education will (at zero cost):
e Assist with the rostering/account creation process for your teachers and students.
e Provide free training and professional development services (both live and asynchronous).
e Give priority customer support to educators in your school/district.

Broken Arrow Public Schools will:
e Work with Prodigy to provide district-level rostering (if using Google or Clever).
e Enable relevant integrations (e.g., Google Classroom Add-on).
e Periodically relay important updates from the Prodigy team to your faculty.
e Provide introductions to school and district leaders to:
o Facilitate the scheduling of school-level training.
o Partner with Prodigy to identify an engaged "lead teacher" as a primary contact on each campus.

Prodigy may announce our partnership on our social media accounts and we confirm that we have permission for the
use of District name and logo in those announcements.

Dates of service: January 14, 2025 — June 30, 2025.

Your Prodigy Education partnership support team members are:
e Account Executive: Brandon Chitty, blchittyiobaschools.org, 918-259-7447
e Educator Success Specialist: Courtney Drydale, cdrydalef@baschools.org, 918-259-7446, Ashley Troyer,
atroverfnbaschools.org, 918-259-7457

Prodigy and Broken Arrow Public Schools agree that the terms of the Student Data Privacy Agreement attached
hereto form part of this Agreement and that the use of Prodigy is subject to the Privacy Policy for Parents and
Educators and Privacy Policy for Students located at:

hitps://www.prodieyeame.com/main-en/privacy-policy/

hitps://wiwvw.prodieysame.com/main-en/privacy-policy-for=students/

Broken Arrow Public Schools Prodigy Education, Inc.

PRODIGY EDUCATION
144 Front St W Suite 400, Toronto, ON M5J 2L7
1 866-5854655
connect@prodigygame.com
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Name:
Title: Title: Dir., Educator Enablement
Date: Date: 12/19/2024

PRODIGY EDUCATION
144 Front St W Suite 400, Toronto, ON M5J 2L7
1 866-585-4655
connect@prodigygame.com
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Privacy Policy for Parents and Educators

This Privacy Policy describes the way in which Prodigy Education Inc. (“Prodigy,” “we” or
“us”) collects, uses, discloses, and safeguards personal information of parents, guardians,
educators and other non-student users (collectively “Users” or “you”) when they use our
website, downloadable apps, or other services we provide at prodigygame.com or any other
location that links to this Privacy Policy (collectively referred to as the “Services”), other than
Prodigy’s games, such as Prodigy Math and Prodigy English (collectively, the “Games”).

To learn how we process personal information of students or users of the Games, please see
the Privacy Policy for Students.

1. Types of User information we collect
2. How we use User information
3. How we disclose User information

4. How we protect User information

5. Users’ rights regarding_their information
6. Storage and retention of User information
7. Updates to this policy,

8. How to contact us

1. Types of User information we collect

We and our service providers collect information when Users visit our website or create an
account to use the Services. We maintain three types of User accounts:

. “Student Users” or “Students” (a child and/or student who uses the Games).

« “Parent Users” or “Parents” (including parents and guardians of Student Users).

. “Educator Users” or “Educators” (a teacher, administrator, or other school official that
opens an Educator account to use the Services, including those with the ability to add

Student User accounts).

When a User visits our website or downloadable app, we ask them to identify whether they
are a Student, Parent, or Educator. If the User selects that they are a Student, they are

h account or log in to play our Games. If the User selects that they are a
they are able to create an account that later can be linked to Student

accounts.



A Student User account can be linked to one or more Parent Users or Educator Users in order
to facilitate a continuous learning journey for that Student User both in and outside of the
classroom. Any Parent or Educator Users linked to that Student User account will have
access to the information in that account, including activity recorded both in and outside of
the classroom.

More information on each type of account can be found in our Terms of Use.

We may also draw inferences from the information we collect.

Information Collected from Users

We collect information from Users when they send it to us. For example, when you purchase
a product or service, sign up to receive our newsletter, or otherwise contact us with a
customer support question, chat, comment, or request, we may collect and use the
information you provide.

If you submit any information relating to other people in connection with your use of the
Services, you represent that you have the authority to do so and you permit Prodigy to use
and disclose the information in accordance with this Privacy Policy.

Parent Users

When registering with Prodigy, Parent Users are asked to provide personal information,
including but not limited to their first and last name, email address, city, state/province, and
a password for their account. Prodigy may also collect information regarding Student Users
associated with Parents for purposes of linking the Student and Parent accounts.

For Parent Users with a paid membership, we may also collect payment information. Note,
Prodigy does NOT directly store credit card information — all credit card information and
transactions are stored by our third-party payment providers, such as Stripe or the app store
through which you purchased your membership.

Educator Users

Educator Users, which includes other school officials such as school or district
administrators, are asked to provide personal information when registering for a Prodigy
Educator Account, such as first and last name, email address, telephone number, city,
state/province, a password for their account, school, school district, grade level, and/or
curriculum (e.g., Common Core Math Standards).

lected from Devices and Use of the Services

Device Data and Information Collected by Technology (e.g. Cookies)



Like most websites and online services, Prodigy and our third-party providers collect certain
technical information from your computer or mobile device over time and across different
websites when you use the Services, such as your IP address, your browser type, your
operating system, the pages you view on the Services, the pages you view immediately
before and after you access the Services, and other information about your use of the
Services. All of this information may be collected through use of “cookies,” which are small
text files that the Services save on your computer using your web browser and access when
you return, and other similar technologies, like “pixel tags,” which are pieces of code placed
on a web page that can collect information about whether a User has been to a certain web
page or clicked on a specific advertisement.

The information collected through these technologies includes information about the way
you arrive at and use our Services, including the pages you visit, the links you click, how
frequently you access the Services, or whether you open emails or click links contained in the
emails we send you. It also includes information about high-level geographic location, such
as your state or region as approximated by your IP address, for reasons such as associating
you with the appropriate curriculum, for product improvement purposes, and sending locally
relevant marketing communications to Parent and Educator Users. We and our third-party
providers also collect analytics data, for example through the use of tools such as Google
Analytics, to measure traffic and usage trends for the website and to understand more about
the demographics and behaviors of our Users. We also use third-party advertising providers
to collect information about Parent Users and Educator Users who visit areas of the Services
that are not directed to Student Users. This includes information used to deliver interest-
based advertising to Parent and Educator Users, including advertising for our Services, when
those Users visit third-party websites, and provide us with statistics about the effectiveness

of our advertising on third-party websites.

We and our third-party providers may use the information collected through these
technologies for the purposes described in this Privacy Policy, including delivering content,
analyzing our Users’ experience on the Services, and delivering advertising to Parents and
Educators when they visit other websites and applications.

Information from Third Parties

We may obtain information about you or your use of the Services from third parties and
sources, such as our vendors, like single sign-on providers you can use to log into the
Services, web hosting providers, analytics providers, or advertisers. In certain circumstances,
you may give us permission to access your information from some of these services offered
by third parties. The information we obtain from third-party services depends on your

ings with those third parties and the third parties’ privacy policies. You
cviewing the privacy policies of these third parties and adjusting your

settings to meet your preferences. When you access the Services through third-party



platforms, you are authorizing us to collect, store, and use such information and content in
accordance with this Privacy Policy. Please keep in mind that any information provided to us
by a third party may also be subject to that third party’s privacy policy.

2. How we use User information

How We Use Parent and Educator User Information
We use the Parent and Educator information we collect for the following purposes:

. To allow Parents and Educators to register for and use the Services, such as when you
securely log into your portal, to send a communication about a Student’s progress or
account, or provide feedback to us. For confidentiality purposes, information about a
Student is only provided to a Parent and/or Educator linked to that Student’s account.

. To analyze and provide progress reports to Parents and Educators on linked Student User
accounts.

. To process payments. NOTE: Prodigy does NOT directly store credit card information —
such information is stored by our third-party payment providers, such as Stripe or the app
store through which you purchased our membership.

. To communicate with Parents and Educators regarding your account, including providing
information about changes to the Terms of Use, updates regarding our Services, security
alerts, commmunication about your linked Student’s progress or account, or responses to
customer support questions.

« To send marketing communications of potential interest to Parents and Educators. You
can choose to stop receiving marketing emails from us by following the instructions
contained in these emails.

. To deliver, tailor, and measure the effectiveness of advertising to Parents and Educators.
For example, when Parents or Educators visit third-party websites and applications, our
third-party providers may deliver Prodigy ads based on visits to areas of the Services that
are not directed to Students.

. To monitor, maintain, analyze and improve the functionality of the Services.

. To assess and improve the Services and its educational content, and to improve the User
experience.

. As we believe to be necessary and appropriate to comply with applicable laws and
regulations; to comply with legal process; to respond to requests from governmental
authorities; to detect violations of and enforce our Terms of Use; to protect the security of
the Games or other Services; to protect the rights, privacy, property, or safety of Prodigy,
you, or others; and to allow us to pursue any available remedies or to limit damages that

De-Ildentified or Aggregated Information



From the information collected through the Services, Prodigy may create de-identified or
aggregated data. What this means is we remove certain identifiers and delineative features of
the data collected that make it personally identifiable to a particular User so that it no longer
allows a User to be directly or indirectly identified. We may use or disclose such de-identified
or aggregated data for lawful and legitimate business purposes, including to analyze, build
and improve the Services and promote our business. When we disclose such information, it
will not be disclosed in a way that could be used to identify a User.

3. How we disclose User information

We only disclose information collected in limited circumstances. We do not disclose the
personal information of Students to third parties for marketing or promotional purposes.

We disclose User information to third parties as follows:

. Where a Student User account is linked to a Parent or Educator User, that Student User’s
information will be disclosed to the Parent or Educator User.

. To affiliates of Prodigy for the purposes described in this Privacy Policy.

. To inform or support the consideration, negotiation, or completion of a possible merger,
sale, financing, or transfer of all or a portion of our business to another entity. If some or
all our assets are acquired or otherwise transferred or licensed, including in bankruptcy,
Prodigy will take reasonable steps to subject such acquirer to the same commitments
stated under this Privacy Policy.

. Where you have instructed us to, for example to support inquiries either at your direction
or with your informed consent.

. As we believe to be necessary and appropriate to comply with applicable laws and
regulations; to comply with legal process; to respond to requests from governmental
authorities; to detect violations of and enforce our Terms of Use; to protect the security of
the Games or other Prodigy Services; to protect the rights, privacy, property, or safety of
Prodigy, you, or others; and to allow us to pursue any available remedies or to limit
damages that we may sustain.

We also disclose the categories of personal information listed below to the following
categories of third parties that perform certain services to us for our business purposes,
provided those service providers agree to safeguard the information, keep it confidential, and
use it only for the purposes permitted by our agreements:

. We disclose identifiers to: parties that assist with our business communications; data
analytics providers; hosting services; payment processors; ad networks; social networks;

ng tool providers; providers of product infrastructure tools; and providers

icounting tools.




« We disclose commercial information to: data analytics providers; hosting services;
payment processors; and providers of finance and accounting tools.

« We disclose network activity information to: data analytics providers; hosting services; and
providers of product infrastructure tools.

. We disclose location information to: data analytics providers; hosting services; and sales
and marketing tool providers.

. We disclose employment information to: parties that assist with our business
communications; data analytics providers; hosting services; sales and marketing tool
providers; and providers of finance and accounting tools.

. We disclose inferences that we may draw based on the information we collect to: data
analytics providers and hosting services.

Please see here for a list of service providers to whom we disclose personal information.

As described above, we also allow third-party advertising and social networking providers to
collect information — in particular, unique online identifiers — about individuals who visit areas
of the Services that are not directed to Student Users to deliver, tailor, and measure the
effectiveness of advertising to Parents and Educators. The collection of this information may
be considered a “sale” or “sharing” with these third parties, or “targeted advertising,” under

applicable privacy laws.

4. How we protect User information

Prodigy stores and processes User information in environments designed to restrict access
only to authorized individuals. Because we understand and respect the trust placed in us to
properly protect your information, Prodigy takes great care to maintain commercially
reasonable standards of data security and protection, and continues to implement those
measures for our infrastructure where User information is stored.

Prodigy and its service providers maintain strict administrative, technical, and physical
measures designed to safeguard the information we process. We use industry-standard SSL
encryption when collecting or transferring your information. Other safeguards include but are
not limited to data encryption, firewalls, multi-factor authentication for our personnel with
access to your information, and physical-access controls.

User credentials are required for Student Users to enter their accounts.You can protect
against unauthorized account access by selecting and protecting passwords appropriately,
including using unique, multi-character passwords, ensuring devices are only accessed by
those authorized to use them, and taking care to sign out of online accounts (not just

e accounts) after you or your Student Users are finished using them.
bn associated with User accounts is limited to those Prodigy staff




members who require such access to support our Services, who are designated and trained
to maintain the security and confidentiality of User information.

Prodigy also maintains policies and practices which are designed to protect your personal
information, including internal policies and procedures that define the roles and
responsibilities of our employees throughout the information life cycle, procedures for
handling privacy-related inquiries and Users’ rights regarding their personal information, and
a framework governing the retention and destruction of personal information.

5. Users’ rights regarding their information

Access, Correction, or Deletion of Information

Prodigy gives the ability to Educator and Parent Users to access, correct or delete their
personal information maintained by Prodigy and to withdraw their consent where provided,
subject to legal or contractual restrictions. Personal information can be accessed and
changed by contacting our customer support. You also can access and review certain
account-related details by logging into your online account.

Advertising & Your Choices

As described above, in certain instances Prodigy uses third-party partners to deliver, tailor,
and measure the effectiveness of interest-based advertising to visitors to the areas of our
Services that are not directed to Students. For example, when Parents or Educators visit
third-party websites and applications, our third-party providers may deliver Prodigy ads
based on visits to areas of the Services that are not directed to Students. To learn more
about interest-based advertising and how you can opt-out or limit some online advertising
and tracking, you may wish to review the following tools and options:

. Network Advertising Initiative (NAI) at http:/www.networkadvertising.org/choices.

. Digital Advertising Alliance (DAA) at www.aboutads.info/choices and
http://youradchoices.com/appchoices and the mobile AppChoices app.

. Digital Advertising Alliance of Canada (DAAC)
at_https:/youradchoices.ca/ and_https:/youradchoices.ca/en/appchoices and the mobile

AppChoices app.
. Apple operating system (i0S) settings on your mobile device, select “limit ad tracking”
« Android operating system settings on your mobile device, select “opt-out of interest-

based ads.”

‘mail Communications




You can opt out of receiving commercial or promotional emails from Prodigy by following the
unsubscribe instructions indicated in the email and manage your communication preferences
by contacting customer service. Prodigy communication preferences can be managed
through our preference center, available through a link in the footer of our commercial or
promotional emails, through which Users can specify which types of communications they
would like to receive.

State Privacy Rights

Certain state laws also grant the residents of those states certain rights regarding the
collection and use of their personal information.

Subject to certain limitations and differences between the states, residents of these states

have the following rights:

. Right to know/access. Depending on your state of residence, you may have the right to
know/confirm and/or access/receive in a portable format information about the categories
and specific pieces of personal information we have collected about you, as well as the
categories of sources from which such information is collected, the purpose for collecting
such information, and the categories of third parties to whom we disclose such
information. You also have the right to know if we have sold or disclosed your personal
information.

. Right to delete. You have the right to request the deletion of your personal information,
subject to certain exceptions.

. Right to correction. You have the right to request that we correct inaccuracies in the
personal data that we process.

. Right to opt out. You have the right to opt out of any “sales” or “sharing” of your personal
information or the use of your personal information for “targeted advertising,” as those
terms are defined under applicable state law. Note that while Prodigy does not monetize
the personal information of any User of the Services by providing it to a third party in
exchange for money (except in the context of a potential sale of the company), some state
laws have a broader definition of the terms “sell” and “share” which includes making user
information available to a third party for the purposes of targeted advertising. As described
above, when we work with our advertising partners, we allow them to collect information
about individuals who visit areas of the Services that are not directed to Student Users in
a way that would be considered a “sale” or “sharing” under applicable law, or “targeted
advertising” under other state laws. These individuals can direct us to stop allowing the
collection of their information in this way by opting out of cookies through our cookie
preference center, accessible within the footer of our website at prodigygame.com. By

[does not sell, lease, target advertisements based on, or otherwise
ny personal information of Student Users, including within the

Games.



. Right to not be discriminated against. You have the right to be free from discrimination
for exercising these rights. Please note that if the exercise of these rights limits our ability
to process personal information we may no longer be able to provide you with our

products and services.

If you are a resident of one of these states and would like to exercise any of these rights,
please submit an email request to privacy@prodigygame.com with the subject line, “State
Law Rights Request,” and indicate your state of residence. We may need to verify your
identity before processing your request, which may require additional personal information
from you, or that you log into your Prodigy account. In certain circumstances, we may decline
or limit the scope of our compliance with your request, particularly where we are unable to
verify your identity or locate your information, or as permitted by law. Depending on where
you reside, you may also have the right to appeal our decision to decline or limit the scope of
our compliance with your request by further contacting us at privacy@prodigygame.com and
explaining the nature of your appeal.

Depending on where you reside, you may also be able to use an authorized agent to act on
your behalf to submit requests to exercise your rights. If you are submitting a request
through an authorized agent, the authorized agent must provide us with your signed written
permission stating that the agent is authorized to make the request on your behalf. We may
also request that any authorized agents verify their identity and may reach out to you directly
to confirm that you have provided the agent with your permission to submit the request on

your behalf.

Users in the European Economic Area (EEA), United Kingdom, and
Switzerland
If you are a resident of the EEA, UK, or Switzerland, the following information applies with

respect to personal information (or personal data) collected through your use of our Services.
As noted above, Prodigy processes personal information consistent with our disclosures in

this Privacy Policy.
We process personal information on the following legal bases:

« With your consent.

. As necessary to Prodigy to perform its obligations under any agreement with you.

. As necessary for our legitimate business interests to provide the Services where those
interests do not override your fundamental rights and freedoms related to data privacy.

Note, the information we collect may be transferred, stored, and processed in Canada and

- any other country where we or our processors maintain offices. We will
ers of personal information to a third country or an international

organization subject to appropriate safeguards under applicable law.



You are entitled to the rights under Chapter Ill of the EU General Data Protection Regulation
and the UK GDPR, or Section 2 of the Swiss Federal Act on Data Protection concerning the
processing of your information, which includes rights to access, correct, delete, restrict or
object to our use of, or receive a portable copy of your personal information. You also have a
right to lodge a complaint with your local data protection regulator. To make a request or
otherwise exercise your rights, please contact us at privacy@prodigygame.com. To honor
such a request, we will need to verify your identity and residency, which may require
additional supporting information.

6. Storage and retention of User information

Information collected through the Services may be transferred, stored, and processed in
Canada and the United States or any other country where we, or affiliates, or our processors
maintain offices, which may not provide the same level of protection for your personal
information as your country, state, or province of residence, in which case it will be subject to
and may be available to the government under the laws of that jurisdiction, including law
enforcement, regulatory, and national security authorities.

We retain your personal information for as long as we have a relationship with you, although
we retain the right to delete User accounts after a period of inactivity. After our relationship
has ended, we also may retain your personal information for as long as required by law or to
investigate or defend against potential legal claims.

7. Updates to this policy

If we update this Privacy Policy, we will notify you by posting a new Privacy Policy on this
page and updating the Last Modified date at the bottom of this Privacy Policy. If we make
any changes that materially change the ways we process or protect your information going
forward, we will provide additional notification of changes. If we make any revisions that
materially change the ways in which we use or disclose the information previously collected
from you through the Services, we will give you the opportunity to consent to such changes
before applying them to that information.

How to contact us

If you have questions or concerns regarding the way in which your personal information has
been used, please send a ticket in to our customer support team, contact us by email here or

t 144 Front St. W. Suite 400, Toronto, ON M5J 2L7, or call us at 1 866 585
\quiries, payment inquiries, or account management questions, please

contact us at support@prodigygame.com.
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Privacy Policy for Students

Prodigy's Privacy Commitment

Prodigy Education is committed to protecting student data, so educators and parents can
have complete peace of mind when using Prodigy in class or at home. We encourage you to
read our entire Privacy Policy and Terms of Use, but we’ve summarized some key points

below:

0 Prodigy does not sell, lease, target advertisements based on, or
otherwise trade for value ANY student personal information.
We only collect what is absolutely necessary to provide the Games, which includes a
student’s first name, last name initial, state (for standards alignment purposes), and

grade.

O Prodigy does not permit any third-party or behavior-based/targeted

advertising in our products.
We do not allow any third-party targeted advertising providers to collect information

from the student-directed portions of our products.

0 Student user information is only ever used to provide and improve our
services.
This includes measuring a student’s progress and performance and providing
associated reports to parents and teachers attached to that user, or adapting,
personalizing, and customizing our games to the student’s unique learning needs.

o Al of Prodigy’s Math and English educational content is free, with

our platform available at zero cost to educators.
Revenue to sustain this level of access is generated from optional memberships
which may be purchased by families for their children.

Prodigy has also been externally certified as compliant with state and federal child privacy

r handling protected personal information. This includes certification by
afe Coalition® (iKeepSafe), which audits and verifies that our digital




products are compliant with state and federal requirements for handling protected personal
information, including:

« The Children’s Online Privacy Protection Act (COPPA)
. The Family Educational Rights and Privacy Act (FERPA)
« The California Student Privacy Certification (CSPC)

Prodigy has also received the 1EdTech TrustEd App Certification and is a member of the

Access4learning community and the Student Data Privacy Consortium.

1EDTECH PLEDGE
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This Privacy Policy describes the way in which Prodigy Education Inc. (“Prodigy;” “we” or “us”
collects, uses, discloses, and safeguards personal information of students (collectively
“Student Users” or “you”) when they use Prodigy’s games, such as Prodigy Math and Prodigy
English, available at play.prodigygame.com (collectively, the “Games”).

1. Types of Student User information we collect
We and our service providers collect Student User information when users create an account

to use the Games. We maintain three types of user accounts (each a type of “User”):

. “Student Users” or “Students” (a child and/or student who uses the Games).

. “Parent Users” or “Parents” (including parents and guardians of Student Users).

« “Educator Users” or “Educators” (a teacher, administrator, or other school official that
opens an Educator account to use Prodigy’s services, including those with the ability to
add Student User accounts).

When a User visits our website or downloadable app, we ask them to identify whether they
are a Student, Parent, or Educator. If the User selects that they are a Student, they are
directed to create an account or log in to play our Games. If the User selects that they are a
Parent or Educator, they are able to create an account that later can be linked to Student

accounts.

A Student User account can be linked to one or more Parent Users or Educator Users in order
to facilitate a continuous learning journey for that Student User both in and outside of the

Jnt or Educator Users linked to that Student User account will have
ation in that account, including activity recorded both in and outside of

the classroom.



More information on each type of account can be found in our Terms of Use.
We may also draw inferences from the information we collect.

Prodigy does not collect or process Student Users’ biometric, health, precise geolocation, or
sensitive information through the Game. Prodigy only collects personal information as
needed to operate the Games in accordance with this privacy policy.

Information Collected from Student Users

We collect information about Student Users when the Student creates an account directly
with us or when the Student User account is created by a Parent or Educator. We are
committed to collecting the minimum amount of information about Students as is needed

to operate the Games.

When a Prodigy Student User account is created, we collect the Student’s:

« First name
. Last initial
« Non-Precise Location (country, state or province)

. Grade
. Password (unless Student uses a third-party single sign-on provider)

If a Student has a class code from their Educator (an alphanumeric code unique to an
Educator), the Student will use that code to connect with their Educator in the Game. In that
case, Prodigy may also obtain the name of the Student’s Educator, school, and/or school

district.

Students are assigned a unique username based on their first name, last initial, and an
assigned number, which is used to log in but is not visible to other Users except for that
Student’s linked Parents and/or Educators. The Student then selects a fictional avatar name
and appearance from a list of options (e.g., “Billy Summerwalker”), which are the only ways
that users are differentiated within the Game, although these avatar names and appearances
are not unique (i.e., there can be multiple Users who choose the name “Billy

Summerwalker”).

Student Users cannot create or upload content through the Games.

‘ted from Devices and Use of the Games




Performance Data

As Students play the Games, we collect information on the features they interact with, math
or language skills they encounter, and questions answered (“Performance Data”). This
information could include, but is not limited to, data on which activities a Student completes,
the number of questions answered correctly or incorrectly, where the Student is in the
curriculum, and time taken to answer questions. As described further in the next section, we
use Performance Data to customize a Student’s educational experience. Where an Educator
or Parent is linked to a Student, select components of a Student’s Performance Data are
reported to that Educator and/or Parent to allow for monitoring of the Student’s progress
and to customize the Student’s educational experience.

Device Data and Information Collected by Technology (e.g., Cookies)

Like most websites and online services, Prodigy and our third-party providers collect certain
technical information from your computer or mobile device when you use the Games, such
as your IP address, your browser type, your operating system, the pages you view on the
Games, and other information about your use of the Games. All of this information may be
collected through use of “cookies,” which are small text files that the Games save on your
computer using your web browser and access when you return, and other similar
technologies, like “pixel tags,” which are pieces of code placed on a web page that can
collect information about whether a User has been to a certain web page.

The information collected through these technologies includes information about how you
use our Games, including the pages you visit, the links you click, and how frequently you
access the Games. It also includes information about high-level geographic location, such as
your state or region as approximated by your IP address, for reasons such as associating you
with the appropriate curriculum, and for product improvement purposes

We and our third-party providers may use the information collected through these
technologies for the purposes described in this Privacy Policy, including delivering content
and analyzing our Users’ experience on the Games. Cookies and these other technologies
placed within the Games will be used only in support of the Games’ internal operations, like
providing access to the Games and their features, individualizing content, and improving and
optimizing the Games. We do not allow third-party targeted advertising providers to
collect information from the Games.

I_LAM&MT hird Parties




We may obtain information about you or your use of the Games from third-party sources, like
single sign-on providers you can use to log into the Games and web hosting providers.

In particular, we use Prodigy-approved single sign-on providers like Google, Clever, and
ClassLink to enable Students to log into the Games using credentials that they have already
established with those services. Where this is the case, we obtain information from those
providers consistent with your account/privacy settings with those third parties and the third
parties’ privacy policies. Prodigy, however, only retains personal information specified by this
Privacy Policy.

When you access the Games, you are authorizing us to collect, store, and use such
information and content from these third parties in accordance with this Privacy Policy.
Please keep in mind that any information provided to us by a third party may also be subject
to that third party’s privacy policy.

2. How we use Student User information
How We Use Student User Information

We use the Student User information we collect for the following purposes:

» To provide the Games.

. To measure a Student’s progress and performance and provide associated reports to
Parent and Educator Users.

. To adapt, personalize, and customize the Student User experience to the Student’s
learning needs.

. To monitor, maintain, analyze and improve the functionality of the Games.

. To assess and improve the Games and its educational content, and to improve the User
experience.

. As we believe to be necessary and appropriate to comply with applicable laws and
regulations; to comply with legal process; to respond to requests from governmental
authorities; to detect violations of and enforce our Terms of Use; to protect the security of
the Games or other Prodigy services; to protect the rights, privacy, property, or safety of
Prodigy, you, or others; and to allow us to pursue any available remedies or to limit
damages that we may sustain.

Where Prodigy provides the Games directly to a Student User or through a Parent User,
Prodigy acts as a data controller. When Prodigy provides the Games through an Educator

bz Lhannll o a data processor and, under FERPA, as a “school official”




While advertisements are delivered by Prodigy to Students through the Game, these
advertisements are first-party and contextual: that is, advertisements are only for Prodigy’s
services, are reviewed to make sure they do not contain inappropriate content, and the same
advertisement is delivered to similarly-situated Students based on their progress in the
Game or on similar factors that apply to all Student Users. Prodigy does not use personal
information collected from Students to individually target this advertising, does not
create or use data profiles for targeted advertisements, does not allow third-party
targeted advertising providers to place cookies on or collect information from the
Games, and does not track its users over time or across third-party websites to
provide targeted advertising. Prodigy does not sell, lease, target advertisements based on,
or otherwise trade for value any personal information of Student Users, including within the
Games. Prodigy also does not otherwise send marketing messages to Student Users, and
does not provide promotional sweepstakes or contests to Student Users.

Prodigy limits the use of Student User information to these purposes for which it was
collected.

De-Identified or Aggregated Information

From the information collected through the Games, Prodigy may create de-identified or
aggregated data. What this means is we remove certain identifiers and delineative features of
the data collected that make it personally identifiable to a particular User so that it no longer
allows a User to be directly or indirectly identified. We may use or disclose such de-identified
or aggregated data for lawful and legitimate business purposes, including to analyze, build
and improve the Games and promote our business. When we disclose such information, it
will not be disclosed in a way that could be used to identify a User.

3. How we disclose Student User information

We only disclose information collected in limited circumstances. We do not disclose the
personal information of Students to third parties for their own marketing,
promotional, analytics, research, or product improvement purposes. We do not sell or
resell any Student User personal information. Nor do we share with third parties
Student User personal information for Prodigy’s or a third party’s advertising or
behavioral tracking purposes.

While the Games permit Student Users to send messages to each other, Student Users are
unable to send personal information using this messaging function. Messages that Student
Users send in the in-Game messaging function must be selected from a predetermined list.
S—— s that Student Users may choose from is pre-approved by Prodigy and
I_Y- Fsonal information. Prodigy does not retain or log these social interactions

between Student Users.



We disclose Student User information to third parties as follows:

« Where a Student User account is linked to a Parent or Educator User, that Student User’s
information will be disclosed to the Parent or Educator User.

. To affiliates of Prodigy for the purposes described in this Privacy Policy.

. To inform or support the consideration, negotiation, or completion of a possible merger,
sale, financing, or transfer of all or a portion of our business to another entity. If some or
all our assets are acquired or otherwise transferred or licensed, including in bankruptcy,
Prodigy will take reasonable steps to subject such acquirer to the same commitments
stated under this Privacy Policy, or provide notice of changes that are inconsistent with
these commitments to Users and provide Users with an opportunity to opt into changed
uses or disclosures of Student User information.

. Where you have instructed us to, for example to support inquiries either at your direction
or with your informed consent.

. As we believe to be necessary and appropriate to comply with applicable laws and
regulations; to comply with legal process; to respond to requests from governmental
authorities; to detect violations of and enforce our Terms of Use; to protect the security of
the Games or other Prodigy services; to protect the rights, privacy, property, or safety of
Prodigy, you, or others; and to allow us to pursue any available remedies or to limit
damages that we may sustain. If we receive a government or legal request for your
information, we will provide notice where practicable and if permitted by law.

We also disclose the categories of personal information listed below to the following
categories of third parties that perform certain services to us for our business purposes,
provided those service providers agree to safeguard the information, keep it confidential, and
use it only for the purposes permitted by our agreements:

. We disclose identifiers to: parties that assist with our business communications; data
analytics providers; hosting services; and providers of product infrastructure tools.

. We disclose network activity information to: data analytics providers; hosting services; and
providers of product infrastructure tools.

. We disclose inferences that we may draw based on the information we collect to: data
analytics providers and hosting services.

Please see here for a list of service providers to whom we disclose Student personal
information.

ect Student User information
and and respect the trust placed in us to properly protect your

information, Prodigy takes great care to maintain commercially reasonable standards of data




security and protection, and continues to implement those measures for our infrastructure
where User information is stored.

Prodigy stores and processes Student User information in environments designed to restrict
access only to authorized individuals. Access to information associated with User accounts is
limited to those Prodigy staff members who require such access to support the Games, who
are designated and trained to maintain the security and confidentiality of User information.

Prodigy and its service providers maintain strict administrative, technical, and physical
measures designed to safeguard the information we process. We use industry-standard SSL
encryption when collecting or transferring your information. Other safeguards include but are
not limited to data encryption, firewalls, multi-factor authentication for our personnel with
access to your information, and physical-access controls.

User credentials are required for Student Users to enter their accounts. You can protect
against unauthorized account access by selecting and protecting passwords appropriately,
including using unique, multi-character passwords, ensuring devices are only accessed by
those authorized to use them, and taking care to sign out of online accounts (not just
Prodigy, but all online accounts) after you or your Student Users are finished using them.

Prodigy also maintains policies and practices which are designed to protect your personal
information, including internal policies and procedures that define the roles and
responsibilities of our employees throughout the information life cycle, procedures for
handling privacy-related inquiries and Users’ rights regarding their personal information, and
a framework governing the retention and destruction of personal information.

5. Rights regarding Student User information

Users control the use of Student personal information, and can access and review certain
account-related details by logging into their online accounts. No additional personal
information is required to verify the Student User’s identity.

Educator and Parent Users

Educator and Parent Users, as well as educational institutions represented by a Educator
User, also control personal information maintained under their accounts and may contact our
customer support at any time to request access to, deletion of, or correction of any personal
information we have collected from or about Student Users associated with their account,

S a0 Us to cease collecting personal information from those Student Users.
bquest to delete or cease collecting personal information or withdrawal of




consent may lead to closing of the relevant User’s account or the inability to use Games or
certain portions of Prodigy’s other products or services.

Prodigy strives to maintain the accuracy of personal information we collect. When a
correction, deletion or other change to Student User personal information is requested and
validated, Prodigy will effect the change as soon as reasonably practicable and in accordance
with privacy laws.

When an Educator User (or the educational institution represented by the Educator) requests
deletion of a Student User’s personal information, we will remove that Student’s link to the
Educator, and then take the following steps depending on whether the Student is linked to
another Parent or Educator, unless otherwise required by law:

« If the Student is linked to a Parent or other Educator, we will retain the link to the Parent
or other Educator to allow them to continue to oversee the Student’s use of that account.

. |f the Student User is not linked to another Parent or Educator, we will remove from the
Student’s account all personally identifiable information, as defined under FERPA. The
Student will then be able to continue to use the Games without any associated personally
identifiable information.

Upon account cancellation or termination of all of the Student User’s accounts, all Student
User personal information is deleted or de-identified.

State Privacy Rights

Certain state laws also grant the residents of those states certain rights regarding the
collection and use of their personal information. This section does not apply to Student
personal information we process on behalf of an educational institution customer, either
pursuant to contractual restrictions or through an Educator Account, to process the
information solely on behalf of the institution as an educational service provider.

Subject to certain limitations and differences between the states, residents of these states
have the following rights:

. Right to know/access. Depending on your state of residence, you may have the right to
know/confirm and/or access/receive in a portable format information about the categories
and specific pieces of personal information we have collected about you, as well as the

i rces from which such information is collected, the purpose for collecting
and the categories of third parties to whom we disclose such




information. You also have the right to know if we have sold or disclosed your personal
information.

. Right to delete. You have the right to request the deletion of your personal information,
subject to certain exceptions.

. Right to correction. You have the right to request that we correct inaccuracies in the
personal data that we process.

. Right to not be discriminated against. You have the right to be free from discrimination
for exercising these rights. Please note that if the exercise of these rights limits our ability
to process personal information we may no longer be able to provide you with our
products and services.

If you are a resident of one of these states and would like to exercise any of these rights,
please submit an email request to privacy@prodigygame.com with the subject line, “State
Law Rights Request,” and indicate your state of residence. We may need to verify your
identity before processing your request, which may require additional personal information
from you, or that you log into your Prodigy account. In certain circumstances, we may decline
or limit the scope of our compliance with your request, particularly where we are unable to
verify your identity or locate your information, or as permitted by law. Depending on where
you reside, you may also have the right to appeal our decision to decline or limit the scope of
our compliance with your request by further contacting us at privacy@prodigygame.com and
explaining the nature of your appeal.

Depending on where you reside, you may also be able to use an authorized agent to act on
your behalf to submit requests to exercise your rights. If you are submitting a request
through an authorized agent, the authorized agent must provide us with your signed written
permission stating that the agent is authorized to make the request on your behalf. We may
also request that any authorized agents verify their identity and may reach out to you directly
to confirm that you have provided the agent with your permission to submit the request on

your behalf.

Student Users in the European Economic Area (EEA), United Kingdom, and
Switzerland

If you are a resident of the EEA, UK, or Switzerland, the following information applies with
respect to personal information (or personal data) collected through your use of the Games.
As noted above, Prodigy processes personal information consistent with our disclosures in

this Privacy Policy.

L information on the following legal bases:




« With your consent.

. As necessary to Prodigy to perform its obligations under any agreement with you.

. As necessary for our legitimate business interests to provide the Games where those
interests do not override your fundamental rights and freedoms related to data privacy.

Note, the information we collect may be transferred, stored, and processed in Canada and
the United States or any other country where we or our processors maintain offices. We will
work to make transfers of personal information to a third country or an international
organization subject to appropriate safeguards under applicable law.

You are entitled to the rights under Chapter Ill of the EU General Data Protection Regulation
and the UK GDPR, or Section 2 of the Swiss Federal Act on Data Protection concerning the
processing of your information, which includes rights to access, correct, delete, restrict or
object to our use of, or receive a portable copy of your personal information. You also have a
right to lodge a complaint with your local data protection regulator. To make a request or
otherwise exercise your rights, please contact us at privacy@prodigygame.com. To honor
such a request, we will need to verify your identity and residency, which may require
additional supporting information.

6. iKeepSafe and Prodigy’s Work on Children’s Information Privacy

In our commitment to protect the privacy of children, Prodigy has been certified by
iKeepSafe, an FTC-approved COPPA Safe Harbor program. Prodigy does not ask for or require
children to provide personal information beyond that which is reasonably necessary to
support the operation of Prodigy’s services. Information collected from our Student Users is
never disclosed for third-party advertising or any kind of behaviorally-targeted advertising.
For information on how consumers can ask questions or file complaints related to Prodigy’s
Privacy Policy and practices, please email COPPAPrivacy@ikeepsafe.org.

In addition, Prodigy has been granted the iKeepSafe Privacy California Student Badge,
signifying our services have been reviewed and approved for having reasonable policies and
practices surrounding the processing of personal information from children consistent with
each of the following program guidelines:

The Children’s Online Privacy Protection Act (COPPA)

The Family Education Rights and Protection Act (EERPA)

. The Student Online Personal Information Protection Act

California AB 1584 — Privacy of Pupil Records: 3rd-Party Digital Storage & Education

St loalibawnnia Education Code section 490731).

. Storage and Retention of Student User Information



Information collected through the Games may be transferred, stored, and processed in
Canada and the United States or any other country where we, or affiliates, or our processors
maintain offices, which may not provide the same level of protection for your personal
information as your country, state, or province of residence, in which case it will be subject to
and may be available to the government under the laws of that jurisdiction, including law
enforcement, regulatory, and national security authorities.

We retain your personal information for as long as we have a relationship with you, although
we retain the right to delete Student User accounts after a period of inactivity. After our
relationship has ended, we also may retain your personal information for as long as required
by law or to investigate or defend against potential legal claims.

8. Updates to this Policy

If we update this Privacy Policy, we will notify you by posting a new Privacy Policy on this
page and updating the Last Modified date at the bottom of this Privacy Policy. If we make
any changes that materially change the ways we process or protect your information going
forward, we will provide additional notification of changes. If we make any revisions that
materially change the ways in which we use or disclose the information previously collected
from you through the Games, we will give you the opportunity to consent to such changes
before applying them to that information.

9. How to contact us

If you have questions or concerns regarding the way in which your personal information has
been used, please send a ticket in to our customer support team, contact us by email here or
contact us by mail at 144 Front St. W. Suite 400, Toronto, ON M5J 2L7, or call us at 1 866 585
4655. For account inquiries, payment inquiries, or account management questions, please
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